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receiving Member States became reality. 9 This led to strong political responses in favour of new initiatives to enhance the use and exchange of personal data of these incoming persons.
During recent years, several judgments of the Court of Justice of the European Union (CJEU) 10 have highlighted the difficulty of striking a proper balance between the fundamental rights to privacy and data protection, enshrined in Article 7 and 8 of the Charter of Fundamental Rights of the European Union (EU Charter) with an increased demand for security and the surveillance of (potential) criminals. 11 The Court repeatedly pointed out the need to strike a fair balance between these (allegedly) competing interests and emphasised that LE authorities should not be granted access to personal data without prior authorization.
Using the CJEU's judgments as vehicle and considering the assumption that TCNs risk to become subject to data retention measures in a disproportionate manner, the following analysis seeks to assess both existing EU databases and their foreseen interoperability against the requirements established by the Court in order to evaluate their (in)-compatibility with the fundamental rights standards enshrined in the EU Charter. These fundamental rights issues need to be considered against the background that there might be a justified interest of LE authorities to introduce effective anti-terrorism measures and to analyse personal data for investigation purposes.
Following a brief overview of the CJEU case law on this matter (2.), section 3. will give a general description of the relevant EU large-scale IT-systems that store personal data of TCNs, namely the Schengen Information System (SIS II) 12 , the Visa Information System (VIS) 13 , the Eurodac database 14 , the recently adopted Entry/Exit system (EES) 15 , the anticipated European Travel Information and Authorisation System (ETIAS) 16 , and the proposed European Criminal Records System for Third Country Nationals (ECRIS-TCN) 17 . Thereafter, potential shortcomings of these systems will be illustrated and set against the conditions developed by the Court in section 4. In section 5., the developments towards interoperability of these IT-systems, as presented in the Commission proposals on interoperability from 12 December 2017, will be scrutinized along the CJEU's requirements. Finally, the conclusion will briefly summarize the main findings of the analysis, acknowledging major shortcomings of the interoperability proposal. 9 Refer for instance to the case of Anis Amri, a rejected asylum seeker who committed a terrorist attack in Berlin in December 2016, an attack by a rejected asylum seeker in Stockholm in April 2017. 10 
General principles established by the CJEU case-law on data retention
With Digital Rights Ireland 18 and Tele2 19 , the CJEU handed down two landmark decisions concerning the retention of data for the purpose of crime prevention and investigation. The Court emphasised that, even in times of terrorist threats, fundamental rights cannot be compromised by retaining data in a general and indiscriminate manner for the purpose of granting LE-access. The Court continued this privacy-friendly position with its Opinion 1/15 20 that concerned the Draft Agreement between the EU and Canada for the transfer of passenger name record (PNR) data. 21 The CJEU confirmed that the mass collection of personal data from unsuspicious individuals is a serious interference with the right to privacy and data protection enshrined in Articles 7 and 8 of the EU Charter. The Court further found that data retention measures for LE purposes should solely target individuals who are under a reasonable suspicion of participating in terrorist offences or other serious crime, and should not be discriminatory. 22 In Opinion 1/15, particular attention was given to the protection of sensitive data 23 , which, according to the Court, should only be processed where sufficient safeguards and a particularly solid justification exist. 24 Moreover, LE authorities should only be granted access to stored data where such access was based on objective evidence that the data may effectively contribute to the fight against serious crime. 25 The CJEU required judicial authorization or review by an independent authority prior to LE-access to data where those data were necessary for the purpose of safeguarding public security. 26 In all of the judgments dealing with data retention measures, the Court required strict necessity and proportionality in order to render the interference with the rights to privacy and data protection lawful. 27 The processing and analysis of personal data of TCNs, coming to the EU either with a valid travel document, or irregularly 28 , not only takes place in the event of (suspected) crime, but generally starts as soon a TCN enters the territory of a Member State. Taking a closer look at the definition of serious crime 29 , many of the offences referred to in relevant EU provisions 30 are attributable to irregular migration, irrespective of the fact that TCNs may be offenders or victims.
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Adding these findings, it may seem logical to assume that TCNs are, therefore, particularly likely to become subject to data retention and profiling measures, whether on justified grounds or not. At the same time, this 18 Joined Cases C-293/12 and C-594/12, Digital Rights Ireland Ltd (C-293/12) and Seitlinger (C-594/12), ECLI:EU:C:2014:238. 19 explains why access to systems that store personal data of TCNs is useful for LE authorities and why combining these data would be a valuable tool to obtain a full record of individuals coming to the EU.
Monitoring migration: databases as digital borders
Systems that were developed with a view to monitor migration, facilitate the implementation of the European visa policy, to improve the exchange of personal data between LE authorities or, in the case of Eurodac, as a database to better manage asylum applications, exist since several years. 32 However, the so-called refugee crisis in 2015 catapulted the issue of (irregular) migration, asylum and related security threats on the top of the political agenda and thus, contributed to an acceleration of legislative amendments to upgrade existing IT-systems and the proposal of new databases.
Generating in-depth knowledge of migration routes and improving the identification of individuals increases the control over TCNs coming to the EU and opens up possibilities to better monitor immigration. 33 At the same time, those whose data are stored in the databases risk to become subject to disproportionate processing measures, particularly where systems that pursue different purposes allow for an automatic exchange of data.
In the following, the six most relevant databases in the context of border controls will briefly be described chronologically along their objectives as well as the types of data to be stored, retention periods and the provisions on LE-access. In view of the proportionality requirement it is crucial to consider whether the objectives for setting up these databases could be achieved by less intrusive means.
Schengen Information System
The main purpose of the Schengen Information System 34 (SIS II) is, in the absence of internal border checks, the maintenance of public security in the Schengen States through border control and police cooperation.
35 SIS II enables competent authorities such as national border guards, police, customs, judicial, visa and vehicle registration authorities to enter alerts into the system and to consult the stored data where relevant for the performance of their tasks. 36 It therefore differs from the other five databases, as instead of LE authorities accessing data that were stored for purposes other than for the prevention, investigation and prosecution of crime, LE authorities are the ones creating alerts in SIS II. The system registers databased alerts on wanted or missing persons and objects, alerts on persons sought in relation to criminal activity and those who do not have the right to enter the Schengen Area. The alerts permit accessing authorities to identify a person via alphanumeric and biometric data and provide additional information on whether that person is armed, violent or has escaped. 37 The Schengen Information System is twinned with national SIRENE 38 Bureaux, auxiliary systems responsible for any supplementary information exchange and the coordination of activities related to SIS II alerts on national level.
39 As large-scale centralized information-system, SIS II is composed of two constitutive legal instruments, The SIS II system is, however, currently under revision and supposed to become de-pillarized into three new SIS Regulations. 44 The proposals on the reform of the SIS II system 45 add 'unknown wanted person' as a new category to be stored in the SIS II databases, encourage better enforcement of return decisions issued to irregularly staying TCNs and expand the list of alerts to be issued. 46 The Commission also identified SIS II shortcomings such as suboptimal functionalities, gaps in the system's architecture, fragmented policy frameworks, and its limited interoperability. 47 Pursuant to Article 6 of the proposed SIS II Regulation on the return of illegally staying TCNs, alerts on return shall be deleted where the TCN can demonstrate that he or she has left the territory of the EU Member States and where the decision upon which the alert was based has been withdrawn or annulled. In accordance with Article 34 of the proposed SIS II Regulation on border checks, alerts on persons shall be retained for the period required to achieve the purpose for which they were entered and shall be reviewed by the Member State that issued the alert within an extended period of five years. 48 The same period applies for alerts entered under the proposed SIS II Regulation on police cooperation and judicial cooperation in criminal matters. 49 Thereby, the proposed SIS II Regulations seek to align the retention periods with other databases, such as Eurodac. 
Visa Information System
The initial SIS system served as a model for the Visa Information System (VIS), a large-scale IT-system, seeking to facilitate the administration, issuance and checks of short-stay visas to the Schengen area by enabling the exchange of visa information and the matching of biometric data to verify the authenticity of a visa. 46 Adding, for instance, an obligation to create a SIS alert for terrorist offences, a new alert category for return decisions and alerts on a wider range of stolen and falsified goods and documents. European Commission Press Release "Security Union: Technical and Operational Updates of the Schengen Information System Questions & Answers", http://europa.eu/rapid/press-release_MEMO-16-4427_en.htm. 47 European Parliament, "Legislative Train Schedule, Area of Justice and fundamental Rights: The Revision of the Schengen Information System II", http://www.europarl.europa.eu/legislative-train/theme-area-of-justice-and-fundamental-rights/file-the-revision-of-theschengen-information-system-ii. 48 The extension period was extended from three years; however, Member States may decide to set shorter review periods in accordance with national law. Member States may also regularly extend the expiry date of alerts on persons if the required action could not be taken within the original period. 49 Except for alerts for discreet inquiry or specific checks, where the retention period remains one year. from 'overstaying', as a legal stay in the EU may easily turn into an illegal one when a person did not leave the Union after the period of an authorized stay 52 expired.
The VIS allows for both the verification of visas and the identification of persons. During the verification process, the visa holders' fingerprints are compared with those stores in his or her visa file at the border crossing before entry. For identification purposes, competent border authorities may compare the fingerprints of a visa holder against the entire VIS database. In accordance with Article 23 of the VIS Regulation, visa application files shall be retained for a maximum period of five years, starting from the expiry date of the visa. 53 A proposal for a new legal basis for the VIS is currently under preparation and will, according to the Commission, be presented in the second quarter of 2018. 54 Under both the VIS and the proposed SIS II Regulations, access by LE authorities may be granted for identification and return purposes 55 , police and customs checks 56 , for preventing and combating migrant smuggling 57 , and, where necessary for the purpose of the prevention, detection or investigation of criminal offences. 
Eurodac
The purpose of the Eurodac database 59 is the determination of the Member State responsible for processing an asylum application by checking in the system whether a person previously applied for international protection in another EU Member State. Eurodac thereby assists the implementation of the Dublin system in order to ensure that an individual applies for asylum in the first country of entry and to prevent 'asylum shopping' in different Member States. In the future, the Eurodac database will also hold data from irregular migrants and persons illegally staying on the territory of a Member State, for the purpose of expulsion. The Commission proposal 60 from May 2016 on the reform of Eurodac, therefore, aims to expand the system's scope to wider objectives of immigration control, such as the monitoring of illegal migration and secondary movements 61 of irregular migrants within the EU. 62 This shall, inter alia, be achieved by storing the personal data of TCNs for longer periods, to investigate travel routes and to identify unauthorized stays. Retention periods under the proposal 52 For short-stay visas in the Schengen Area, this period is normally 90 days within six months (multiple-entry visas). 53 In cases where the applicant withdrew the application, or the visa was not granted, the period starts from date of withdrawal or the date of refusal respectively. 54 COM (2017) 794 61 In this context, secondary movements occur when refugees or asylum-seekers move from the Member State in which they first arrived to seek protection in another Member State. 62 The legal basis for the proposed Eurodac Regulation is Article 79(2)(c) TFEU, whereas the legal basis of Regulation 603/2013 was Article 78 (2)(e), the wider purpose remains immigration. range from five years for data of illegally staying TCNs who do not claim asylum 63 , to ten years for data of applicants for international protection. Following judicial or administrative authorization, Eurodac allows for access by LE authorities and Europol where there is substantiated suspicion that the data of a suspect or perpetrator of a terrorist offence and other serious crime, or data of a potential victim is stored in Eurodac, and where data from other (national) databases did not lead to the establishment of the identity of a data subject. 
Entry/Exit System
In October 2017, the Entry/Exit system (EES) was adopted to improve the management of the external Schengen borders, prevent irregular immigration and facilitate the management of migration flows. 65 As secondary purpose, the EES grants LE-access to stored data for LE purposes. 66 Thus, both national LE authorities and Europol may be granted access to the EES to process data for the prevention, detection and investigation of terrorist offences and other serious crime. The EES will register all entries and exits of short-term visa holders and visa-exempted travellers to and from the Schengen area. The system thereby functions similar to a 'tracking tool' and will be interoperable with the VIS to complement the information stored on visa applications and rejected visas. This is the first logical step towards facilitating the exchange of information and achieving full interoperability between the remaining databases. Retention periods for entry/exit records and refusals of entry were set to a maximum period of five years in the initial proposal to align them with the retention periods in other systems. However, due to criticism during the negotiations, retention periods were ultimately shortened to three years. 
European Travel Information and Authorization System
The European Travel Information and Authorization System (ETIAS) 68 , which will apply to visa-exempt persons 69 travelling to the EU, was proposed by the Commission on 16 November 2016. As currently no obligation for an advanced transfer of information, contrary to the case for visa applications, is required for visaexempt travellers, border guards take their decisions on whether to allow or refuse entry without any prior knowledge concerning a person. 70 According to the Commission proposal, the ETIAS will be an automated system used to determine the eligibility of TCNs to cross the external borders of the EU. 71 Similar to the American ESTA 72 , or the Canadian and Australian ETA 73 , travellers will have to submit an online travel authorization request prior to their arrival at the border of a Schengen country. 74 Border guards would, however, still have the final say as to whether or not entry to the Schengen Area will be granted. 75 
European Criminal Records Information System for Third Country Nationals
In June 2017, the Commission proposed the establishment of a European Criminal Records Information System for Third Country Nationals (ECRIS-TCN) 79 , a centralized system for the exchange of criminal records on convicted TCNs and stateless persons.
80 ECRIS-TCN is supposed to complement the current ECRIS system for the exchange of criminal records of EU citizens 81 but, other than ECRIS, will store the data on a centralized basis, as TCNs cannot be identified by nationality (which is the case for EU citizens, where the Member State of nationality is requested to provide additional information under the ECRIS Framework Decision). The ECRIS-TCN is not a LE database, as its purpose is the identification of the Member State(s) holding criminal records of TCNs, not necessarily for LE purposes. 82 Only in a subsequent step, where a criminal record exists, would data be transferred by the convicting Member State to the requesting Member State on a bilateral basis. For the procedure of exchanging criminal records, the ECRIS-TCN would borrow from the current legal instruments governing ECRIS.
The central ECRIS-TCN system, in which all queries shall be submitted, would contain identity information such as name, nationality or gender and the code of the convicting Member State, but also store fingerprints and facial images, where those are registered in criminal records by the Member States. The retention periods of data stored under the ECRIS-TCN will depend on the periods for retention of the criminal records in the national databases.
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Interim Conclusion
The abovementioned databases share similar, reoccurring characteristics. 84 With an exception of the proposed ETIAS, all the existing databases, amended versions or proposed systems store biometric data such as fingerprints and facial images. Due to their particularly sensitive nature, biometric data may only be processed under strict conditions and merit stronger data protection safeguards. 85 security, holding valid travel documents, justifying the purpose and conditions of the intended stay, not being the subject of any alert in the Schengen Information System (SIS), and having sufficient means of subsistence. 76 European Commission "Feasibility Study for a European Travel Information and Authorisation System (ETIAS)", Final Report, 16 November 2016, p. 13. 77 Articles 43 and 44 of the ETIAS proposal and Article 46 for access to the ETIAS Central System by Europol. 78 Secondly, all databases retain the information for a similar period, from three or five years and longer. Consequently, where data are being retained for comparable periods, competent authorities accessing and processing these data will be able to create very detailed profiles, provided they can connect the data of different databases during a long span. 86 To use these profiles for investigation purposes, all systems, whether LE or non-LE databases, grant LE authorities and Europol access to stored data for specific purposes and under certain conditions. Such access has been progressively widened for already existing databases and became a standard feature for new systems. In particular with regard to interoperability, coherent retention periods and similar conditions for LE-access will pave the way for streamlined access conditions. Much will depend on the knowledge and use of the databases by LE authorities, border guards, immigration officers and other competent authorities that have access to the stored data, because for the processing of retrieved data on national level, different legal instruments are applicable, depending on the purpose of the processing. For instance, processing of personal data for immigration purposes will fall within the scope of Regulation 2016/679 (GDPR) 87 , while processing of personal data by competent authorities for LE purposes will fall within the scope of Directive 2016/680 (LE-Directive). 88 The concerns that may emerge regarding the applicability of the two instruments will be further elaborated in section 5.2.
Evaluation against the CJEU's requirements
During recent years, and particularly after the entry into force of the Lisbon Treaty and the EU Charter becoming a legally binding instrument, the CJEU has, on several occasions, 89 ruled on the compatibility of mass data retention schemes with the fundamental rights to privacy and data protection. 90 These judgments may be regarded as landmark decisions, starting with Digital Rights Ireland Furthermore, the CJEU found that access to retained data by competent national authorities would require prior authorization by either a court or an independent authority 94 and that competent authorities to whom access to retained data had been granted, were obliged to notify the data subjects concerned of the interference with their rights as soon as such notification would no longer jeopardize ongoing investigations.
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In addition, the Court required the processing of personal data to be reviewed by an independent authority to ensure compliance with the level of protection guaranteed by EU data protection law and emphasised the possibility for individuals to lodge a complaint with the national supervisory authorities. 96 In Opinion 1/15, the Court relied on these judgments to determine the requirements that must be fulfilled when introducing mass data retention schemes, which provide for subsequent access for crime investigation purposes. Those requirements include, inter alia, the principle of proportionality and strict necessity regarding data retention periods, conditions for access to retained data by LE authorities, and the existence of objective evidence when granting such access for the purpose of the prevention, detection, investigation and prosecution of serious crime. 97 Thus, these requirements for the establishment of data retention schemes are reoccurring in all of the abovementioned judgments and should be regarded as general principles.
The fact that the Court consistently reaffirmed these principles in all relevant judgments should be taken into account with regard to databases set up at EU level that store information on a large-scale and for rather long periods of time. 98 Consequently, the requirements established by the CJEU should be followed for both existing and proposed databases.
This would presumably entail a review of the SIS II, the VIS and the Eurodac databases along the conditions of the Court, as, most importantly, neither of them requires judicial authorization for LE-access. Secondly, it is crucial that these conditions will be incorporated in any anticipated database, and will be applicable to an interoperable system. Thirdly Furthermore, the advice and guidelines issued by the future European Data Protection Board (EDPB) 101 , which will be in charge of the authoritative interpretation of both the GDPR and the LE-Directive, will play an important role. 102 Beyond the criteria established by the CJEU, it is important that competent authorities, whenever they access and subsequently process data stored in the relevant systems comply with the data protection standards laid down in secondary legislation. As mentioned above, once accessed, data will be processed either under the GDPR, or, whenever data is processed by competent authorities for LE purposes, within the scope of the LEDirective. 103 However, ambiguities regarding the scope of the two legal instruments exists and may, particularly in the area of migration and asylum, lead to limitations of data subject rights 104 , less strict obligations for controllers 105 , or restricted capacities for supervisory authorities to exercise their investigatory and corrective powers whenever controllers apply the Directive instead of the Regulation. 
From Silos to Interoperability
In a world of Big Data, the question of whether or not information from different sources is being connected to create individual profiles is a matter of legal constraints rather than technological ones, as the latter progressively lose their relevance. 107 With improved technological means, steps towards connecting the abovementioned databases became more tangible during the recent years. 108 The anticipated interoperability 109 of EU databases shall enable competent authorities with fast, seamless, systematic and controlled access to information, provide a solution to detect multiple identities, facilitate identity checks of TCNs and streamline access by LE authorities to non-LE information systems. 110 In the asylum, borders and security context, a competent authority, when consulting the interoperable system, could obtain information about a person's past travel behaviour and visa applications, existing re-entry bans, or asylum requests in one search and would be notified where multiple identities are linked to the same person. LE (EXTENDED VERSION) FORTHCOMING IN: EUROPARÄTTSLIG TIDSKRIFT NR 2/2018. authorities could be granted access to data for the prevention, investigation, detection or prosecution of serious crime and terrorism, without passing the current process of prior verification of national databases.
The interoperability proposal includes two Regulations, one 111 concerning the Schengen Acquis, which will cover the EES, the VIS, ETIAS and those parts of SIS II that deal with border control cooperation. The scope of the second Regulation 112 applies to Eurodac, the so-called 'police Schengen' 113 and ECRIS-TCN. Apart from their scope, the Regulations may be regarded as more or less identical 'sister Regulations' that achieve full interoperability of all underlying systems when being read together.
The four main components that are supposed to be established under the interoperability are a European Search Portal (ESP), a shared Biometric Matching Service (BMS), a Common Identity Repository (CIR), and a Multiple Identity Detector (MID). 114 The ESP, as a central infrastructure shall enable competent authorities the simultaneous querying of the underlying systems. 115 Instead of queries being carried out in eight different databases separately, searches via the ESP will be systematically conducted within all systems in parallel using both biographical and biometric data, and the combined results will be displayed on one single screen. 116 The results shown shall solely contain the data to which the end-user has access according to his or her access rights under the provisions of the underlying databases.
The BMS will create a common platform that uses data from the Central-SIS, Eurodac, the EES, VIS and the proposed ECRIS-TCN 117 to generate and store biometric templates. 118 The BMS seeks to make the identification of TCNs more reliable by automatically comparing biometric data in all connected systems with the biometric templates, thereby substituting the checking of each underlying database in five separate searches.
Connected to the ESP, the BMS and the MID, as well as to the central systems of the EES, Eurodac, the VIS, the proposed ETIAS, and the proposed ECRIS-TCN 119 , the CIR will create an individual file for each person registered in the five databases and store their data in a central repository. 120 The individual files shall contain both biometric and biographical data as well as a reference indicating the system from which the data were retrieved. between bona fide and unauthorized travellers. The cross-checking of databases could facilitate the detection of false identities and forged documents, or be used to prevent the re-entry of criminals and rejected asylum seekers. It could contribute to an enhanced detection of missing children, confirm the accuracy of asylum claims and discover victims of human trafficking.
However, if the underlying systems hold inaccurate data, which currently is the case, 132 combining these data will lead to irregularities, wrongful matches and a significant amount of false hits instead of facilitating decisionmaking and improving data quality.
The current silo system of EU databases was not intended to be interoperable, as each database, besides being set up for a specific purpose, has its own data protection framework with appropriate retention periods: 133 The purposes of each database are defined in a corresponding legal instrument that provides for specific safeguards concerning data security, access and supervision. The purpose limitation principle, which stipulates that personal data must be collected for 'specified, explicit and legitimate purposes and not be further processed in a way incompatible with those purposes' 134 , might be undermined where the boundaries between migration management and the fight against terrorism are increasingly being blurred. 135 The ESP as the main tool to consult all underlying IT-systems at once is not problematic as such, provided that access rights are strictly adhered to and that its future use in connection with the BMS, the CIR and the MID complies with the purpose limitation principle.
Quite alarming, however, is the fact that with the CIR, the BMS and the MID, the interoperability proposal establishes three entirely new centralized large-scale databases, without having carried out a thorough impact assessment for each single component at the time the proposal was published. 136 The generation of biometric templates that are to be stored in the BMS constitutes a new data processing operation, for which the interoperability proposal does not provide a legal basis. Furthermore, and despite the assertion that the biometric templates stored in the BMS are not (sensitive) personal data 137 , the risk of reidentification of individuals cannot be completely eliminated.
The CIR stores both biographical and biometric data, the processing of the latter being generally prohibited unless sufficiently justified and strictly necessary. Moreover, the CIR will replace the central systems of the underlying databases and instead create a centralized system, which will be more prone to security breaches. With an abolition of the prior checking of national databases before accessing the CIR, the proposal will eliminate an important data protection safeguard. Necessity and proportionality to curtail the cascading system would, however, only be justifiable if the latter procedure was proven to be too burdensome and to undermine the work of LE authorities.
The MID will not allow the retention of personal data per se, but store so-called identity confirmation files that contain the links between data stored in the CIR and the SIS. Further, the MID-identity confirmation files include a reference to the databases holding the matching data and an identification number with which that data may be retrieved. 138 Pursuant to Article 26 of the interoperability proposal, Member State authorities and EU bodies having access to at least one EU information system included in the CIR or to the SIS shall have access to MID-identity confirmation files where there is suspicion that different biographical identities are unlawfully used by the same person. 139 The manual verification of whether multiple identities are used unlawfully shall be carried out by the authority creating or updating files, applications or alerts in the underlying systems. 140 This means that where a LE authority, creating an alert in the SIS, receives a match with data in Eurodac via the MID, it would be authorized to inspect the identity confirmation files stored in the MID and further access the Eurodac for verification purposes. This would entail similar issues as those arising with the two-step approach under the CIR regarding LE-access to non-LE databases. Although in the case of the MID LE-access would be justified for the detection of identity fraud, it is likely that comparisons of alphanumeric data will detect a great number of MID-links that need to be verified manually and eventually lead to disproportionate processing of personal data.
Issues of the interoperability proposal related to LE-access
One of the objectives of the interoperability proposal is to facilitate and streamline access by LE authorities to EU IT-systems that are not exclusively established for the purpose of the prevention, investigation, detection or prosecution of serious crime. 141 In addition, the obligatory launch of prior searches in national databases shall progressively be abolished once the two-step-approach through the CIR has become operational. 142 The purpose limitation principle has particular relevance in the context of LE-access to the individual ITsystems, as their primary purpose, except for the SIS II, are of non-LE nature. Although the access rights of the respective underlying databases continue to be applicable in an interoperable framework, the two-step approach for the CIR, showing hits for matching data in all systems, might provide LE staff with information that they may not have the right to access within their competences. Though such information is not personal data, a flagged hit would reveal information that may prompt an officer to draw certain conclusions concerning a TCN. This might not represent a direct interference with the right to the protection of personal data, but certainly limit the right to privacy under Article 7 of the EU Charter without a valid justification.
It is crucial that access rights are verified thoroughly and that the conditions for logging and supervision under the interoperability proposal are strictly complied with in order to effectively protect personal data against unauthorized access and the risk of abuse. 143 The verification of access is already commonly disregarded, and unauthorized personnel easily obtain personal data indirectly. 144 Where strict access requirements are circumvented by officers who request indirect access via colleagues who have wider access permissions and forward information that should not be accessible to the requesting officer, severe sanctions should be imposed. 145 This should specifically be the case for interoperable systems, as even more information would be available to share.
In addition, a police officer, checking data for immigration purposes, could discover links to a person in LE databases and easily end up in a situation where it is not clear which legal instrument applies for accessing the data. While for data processing operations relating to immigration and asylum the GDPR would be applicable, data processed for LE purposes would fall within the scope of the LE-Directive. The unclear delineation between the Regulation and the Directive could easily lead to the application of the wrong instrument and a lowering of data protection rights for individuals where a police officer applies the rules under the Directive instead of the Regulation. In a different scenario, a police officer could check TCNs' personal data in a LE database without evidence that the individual concerned may present a risk for public security. The officer could base the processing operation on a 'probable cause' and process data under the Directive. This may cause issues in the light of the purpose limitation principle and traditional police investigations via criminal records, set up for very strict purposes, would be substituted or even replaced by intelligence-based searches within different databases.
With interoperable databases the risk of a 'function creep' rises where systems that were originally intended to perform narrowly specified functions are extended to combine different steps of data analysis at once. Furthermore, interoperability would presumably widen the circle of actors with authorized access to databases and would streamline LE-access. This could be detrimental to effective LE-cooperation, as the reluctance of some authorities to share information could increase if they know that the data may be made available to more actors in other Member States.
147 Therefore, interoperable databases push the limits of the EU legal framework that was set up to protect personal data and privacy rights. 
Conclusion
The fundamental concern that emerges with the proposed system of interoperable databases is the circumvention of the purpose limitation principle, stipulated in Article 8(1) of the EU Charter. Interoperability creates new processing operations that are not covered by existing legal bases and provides information to authorities that would normally not be allowed to access the underlying system storing certain data. 149 The right to the protection of personal data is not an absolute right. However, new processing operations must be sufficiently justified and need to have undergone a necessity and proportionality assessment.
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Interoperability will fundamentally change the current architecture of EU large-scale IT-systems and introduce a shift from separated silos to an interconnected framework, where personal data would be stored on a centralized basis. While offering huge benefits for competent authorities, streamlined access rights and new processing operations might lead to a risk of function creep through the widening of the purpose of the system or the purpose for which data processing is carried out.
There is a need to balance between the ability of LE authorities to effectively carry out their work and the interests of individuals not to become subject to unfair processing. Despite the current terrorist threat in many Member States and increased security challenges due to migration flows to the EU, it is important to respect the fundamental rights granted to everyone in the Union.
While it is true that the fight against crime and threats to public security is an objective of general interest of the EU and capable to justify even serious interferences with fundamental rights 151 , processing must be carried out in a proportionate manner and be strictly necessary in order to avoid inadequate and unfair processing of personal data.
Moreover, risks of discriminatory profiling have to be mitigated in order to avoid the creation of different data protection standards for EU citizens and TCNs, unless such different treatment is solidly justified. Nondiscrimination standards, the security and integrity of personal data, oversight mechanisms, transparency requirements and rights for data subjects must be complied with to make existing and proposed databases, as well as interoperability compliant with the legal framework. 
